Grand Traverse County Health Department
Policy/Procedures

Confidentiality/Sanction Policy

Purpose

HIPAA has required the Health Department to create privacy and security policies in order
to fulfill our duty to preserve the confidentiality and integrity of client Protected Health Information
(PHI). This policy applies to all Grand Traverse County Health Department employees (regular or
temporary), contractors, volunteers, students or other observers, and any other Grand Traverse
County departments who have access to the Health Department’s Protected Health Information.

The purpose of this Confidentiality/Sanction policy is to ensure that employees have the
necessary client health information to provide the highest quality care possible while protecting the
confidentiality of that information to the highest degree, so that clients do not fear to provide
information to our agency.

The Health Department will not tolerate violations of these policies and standards, and such
violations may constitute grounds for disciplinary action up to and including termination,
professional discipline, and criminal prosecution.

Assumptions

Information will be collected from clients only for the purposes of providing services and
for supporting the delivery, payment, integrity, and quality of those services.

Employees will use their best efforts to ensure the accuracy, timeliness, and completeness of
data collected from clients. Entries in records will not be altered or destroyed, only amended.

Employees will treat all written, electronic, and verbal information about clients including
financial, demographic, and lifestyle information as sensitive and confidential. Employees will
recognize that some medical information is particularly sensitive, such as HIV/AIDS, mental health,
developmental disability, alcohol and drug abuse, sexually transmitted disease, and communicable
disease information. Disclosure of such information could severely harm clients, by causing loss of
employment opportunities and insurance coverage, as well as the pain of social stigma. Health
Department employees will treat such information with additional confidentiality protections.
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Security

Employees will make every effort to maintain confidentiality of written and electronic
records by ensuring that only authorized staff will have access to this information during the
workday. Protected Health Information will not be left unattended in areas where visitors or other
clients may see it. Charts will be placed face down on counter areas and facing the wall in bins so
names are not visible, and computer screens will be turned so clients cannot see them. Schedules
should not be located where clients or unauthorized persons may view them. Sign in sheets can be
used, but should contain names only. All confidential records will be stored in locked areas when
unattended. Records will be destroyed by shredding, in accordance with Health Department record
retention rules. Any confidential information that is not a part of a permanent record (and is no
longer needed) will be shredded, not thrown away in the regular trash.

Precautions will also be taken with electronic devices like computers, laptops, tablets, smart
phones and flash drives. Devices will be password protected and locked when not in use, and
security measures in place to protect from unauthorized viewing and theft.

If records are taken off site (with Supervisor or Director permission), special care must be
taken to know the whereabouts of the records at all times. Staff must take precautions to prevent
the access and viewing of these records by unauthorized persons. If records must be left in a car,
the car must be locked, stored in a case or box for privacy, or stored in the trunk.

Privacy

Every effort should be made to ensure that confidential conversations remain private.
Employees must use their best judgment to reduce the risk of unauthorized disclosures by closing
doors or reception windows when on the phone or talking to a client, lowering voices, and meeting
with clients in clinic rooms rather than in the halls or in waiting rooms.

Employees must also remember that the fact that a client chooses to obtain Health
Department services is in itself confidential information. We see many clients out in public during
working hours and in our off-work hours. Employees should not acknowledge verbally in public
awareness that a client may obtain services at the Health Department. A client has the right to
announce that they come to the Health Department for services if they choose. We do not have a
right to discuss their visit to the Health Department without their permission.

Minimum Necessary
The Health Department will make all reasonable efforts not to use or disclose more than the

minimum amount of Protected Health Information necessary to accomplish the intended purpose.
See the Minimum Necessary Policy for further information.
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Receiving Confidential Information

Incoming mail is sorted daily and distributed. To protect privacy, confidential information
that is received will be placed in envelopes or stapled closed prior to placing in the individual
mailboxes.

Incoming confidential faxes will be received and stored in a secure area where clients have
no access. They will be separated for delivery to individuals so confidentiality is maintained.

Incoming confidential information delivered by courier services must be distributed to the
appropriate staff in an envelope to protect privacy, and stored in a secure area until it is reviewed.

Uses and Disclosures of Protected Health Information

The HIPAA Privacy Act allows the Health Department to use and disclose Protected Health
Information for purposes of treatment, payment and health care operations without authorization.
Even without specific client consent, we are required to limit such uses or disclosures to the
minimal amount of PHI that is reasonably required to provide these services.

Disclosures also permitted without client authorization include the following:
e Those required by law or for law enforcement purposes
e For public health activities, including communicable disease follow-up
For reporting regarding victims of abuse, neglect, or domestic violence
e For health oversight activities

Clients must give authorization to disclose their Protected Health Information for specific
purposes, which are generally other than treatment, payment or health care operations, or to disclose
their confidential information to a third party specified by a client. Client authorization is also
required to disclose psychotherapy notes to another entity.

Disclosure of PHI is on a “need to know” basis, in that only the information that is necessary
to accomplish the purpose is disclosed. Documentation of what PHI is disclosed, as well as when
and to whom it is disclosed is recorded in the client’s medical record.

Further detail about the uses and disclosures of Protected Health Information can be found
in the HIPAA Manual where specific policies are located including Release of Information, E-mail,
Fax, and Texting. All Health Department employees are required to be familiar with these policies.
Any questions about the uses and disclosures of Protected Health Information should be directed to
a Supervisor or Director.

Sanctions

Any employee of the Health Department, who believes another employee has breached the
facility’s security or privacy policies, or otherwise breached the integrity or confidentiality of client
or other sensitive information, should immediately report such a breach to a Supervisor or Director.

The Health Officer and Directors will convene a committee to conduct a thorough and
confidential investigation into the allegations. The Health Department will not retaliate against or
permit reprisals against a complainant. Allegations not made in good faith, however, may result in
discharge or other discipline.
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Disciplinary action will follow the policy outlined in the Grand Traverse County
Employee’s Handbook, or applicable union contract. The degree of discipline is a discretionary
decision which management will make based on the nature of the offense, the employee’s history,
and other facts and circumstances deemed relevant. Disciplinary actions may include:

e Counseling memo

e Verbal warning

e Written warning

e Suspension

e Termination of employment

The Health Department will follow the Breach Notification Policy and Sanction Guidelines
in this manual to determine if a breach has occurred, the severity of a breach and the resulting
sanctions recommended for the person involved in a breach.

Violation of the facility’s security or privacy policies and standards may constitute a
criminal offense under HIPAA, other federal laws such as the Federal Computer Fraud and Abuse
Act of 1986, 18 U.S.C.1030, or state laws. Any employee who violates such a criminal law may
expect that the Health Department will provide information concerning the violation to appropriate
law enforcement personnel and will cooperate with any law enforcement investigation or
prosecution.

Further, violations of the Health Department security or privacy policies and standards may
constitute violations of professional ethics and be grounds for professional discipline. Any
individual subject to professional ethics guidelines and/or professional discipline should expect the
Health Department to report such violations to appropriate licensure/accreditation agencies and to
cooperate with any professional investigation or disciplinary proceedings.

All employees (regular or temporary), contractors, volunteers, students, or other observers
with the Grand Traverse County Health Department, as well as other Grand Traverse County
departments who have access to the Health Department’s Protected Health Information, must follow
this policy and are required to sign a Confidentiality Statement. Violation of this policy is grounds
for disciplinary action, up to and including termination of employment. According to HIPAA rules,
a person who knowingly obtains, misuses, or discloses Protected Health Information may incur
criminal penalties that include a fine of not more than $50,000 and/or imprisonment of not more
than 1 year. If the offense is “under false pretenses,” a person may incur a fine of not more than
$100,000 and/or imprisonment of not more than 5 years. If the offense is with intent to sell,
transfer, or use Protected Health Information for commercial advantage, personal gain, or malicious
harm, a fine of not more than $250,000 and/or imprisonment of not more than 10 years may occur.

This Confidentiality/Sanction Policy is intended as a guide for the efficient and professional
performance of employees’ duties to protect the integrity and confidentiality of Protected Health
Information. All employees, contractors, volunteers, students, and other observers with the Grand
Traverse County Health Department, as well as other Grand Traverse County departments who
have access to the Health Department’s Protected Health Information, are expected to comply and
cooperate with the facility’s administration of this policy.
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